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MD5 Passwords Encryption
Methods to reset login password for WordPress

The strength of passwords, as well as their encryption mechanism, is crucial for the
security of database driven applications. If you own a website constructed on a ready-made
content management system architecture, the back-end administration password will
always be protected by using a certain type of encryption mechanism. In the case of the
WordPress platform, as well as in that of many other content management systems,
passwords are stored in the database encrypted with the MD5 encryption algorithm. This
way, anyone who would crack the MySQL database login system, would not find out the
plain text version of the password because MD5 is a one-way encryption algorithm. As a
consequence, the login password necessary to access the WordPress administration panel
cannot be recovered, just reset. If you happen to forget the login password for a known
username associated to a certain WordPress installation, there are a few methods to reset
it. The simplest one would be to use the automatic script that requires you to know the
username and a corresponding valid email address existing in the MySQL database.In case
the PHP installation does not have the email function enabled or the email address is not
valid, the manual reset procedure must be performed. You will need an MD5 hash
generator (there are many of them free and available online like Epleweb, for example) and
administrative rights for the MySQL database containing WordPress data. By using a
MySQL database manager like phpMyAdmin or MySQL Query Browser, select the table
called wp_users from the WordPress database, and then click the browse button and select
the record that you need to edit. In the user_pass field, the MD5 hash value corresponding
to the plain text version of your password must be pasted and the modifications must be
saved. The password can be also reset with the help of a script.In conclusion, it is
recommended you choose an easy to remember password for your WordPress user
account, one that you must change often. In case that none of the password reset
mechanisms work, you will have to reinstall the WordPress application.
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